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Data scraping in criminal law: the possible contribution in preserving the

value of data analytics in the modern age
Rosa Maria Vadala*

Abstract. Criminal investigations increasingly rely on data analytics, including web scraping, which may infringe upon privacy
rights. The potential criminal implications of data scraping may intersect with civil disputes related to copyright law violations,
breaches of terms of service agreements, and security protocol violations. The challenge for criminal law lies in allowing data
scraping while simultaneously preventing abuses that arise from the unacceptable compromise or illegitimate sacrifice of other
interests resulting from these technologies. Specifically, this analysis will scrutinize how criminal law tackles the aforemen-
tioned challenge, contemplating data scraping as both a tool for criminal investigation and a phenomenon subject to selective
criminalization in accordance with the principle of extrema ratio.

Keywords: data analytics, web scraping, copyright offences, data property rights, unauthorized access.

1 Introduction to the “grey area”

We find ourselves amidst a “data tsunami”', wherein data repositories encompass a wide spectrum of knowledge, including
information susceptible to criminal investigation.

Certainly, the cornerstone technologies underpinning the data analytics and criminal analytics framework are data capture and
data mining technologies®. In this context, the practice of data or web scraping has emerged prominently as an automated means
of acquiring online data, with applications ranging from market competition to identifying human trafficking operations* to
monitoring illicit drug markets®. Moreover, web scraping plays a pivotal role in retrieving the open data requisite for training
artificial intelligence systems®, as well as fostering the development of technologies grounded in predictive models for threat
detection and forecasting’.

Specifically, web scraping comprises three distinct phases: website analysis, website crawling, and data organization. The bots,
operating as scripts or programs, emulate human web browsing to execute fully automated and repetitive tasks on websites®. It is
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pertinent to note that bots are “dual-use software™, as they can be employed for both constructive and malevolent purposes. The
application of web scraping as a tool for criminal investigations, as well as its utilization in journalism'?, academic research'!,
and legitimate commercial purposes'?, stands as a testament to its valuable functionalities. Conversely, malicious bots remain a
primary source of security vulnerabilities, often targeting websites and contributing to security breaches'.

Indeed, the legal status of Web Scraping is defined a “grey area”'*: some web scraping activities, even for legitimate purposes,

may potentially violate fundamental rights or lead to criminal liability. In the first sense, web scraping regards specifically
personal data and is a part of a general discussion on the limits posed by the rights to privacy and the rights to data protection'>
in cyberspace as a “public” data reserve'®. In the second sense, the criminal implications are intertwined with complex civil
disputes on copyright law and violation of terms of service agreements and security protocols'’.

In both scenarios it is imperative to strike a balance between the commercial interests of private platforms and the privacy rights
of consumers and users, while also considering other values such as the promotion of competition, safety, and health'®. In a
broader context, this equilibrium aims to facilitate efficient access and improvement of knowledge extracted from the web'.

2 Definition of the analysis perspective

The paper aims to outline how criminal law can contribute to achieving this balance while preserving the intrinsic value of
knowledge. In the opinion of the author this value is intricately linked to the harnessing of data analytics and criminal analytics
technologies. The challenge for criminal law is to simultaneously prevent the abuses stemming from the unacceptable compromise
or illegitimate sacrifice of other interests brought about by these technologies.

In this context, the analysis must be guided by two considerations: the absence of ‘tyrannical’®® interests, particularly those
with economic significance, and the justification, in specific cases, for ‘intrusion’ into fundamental rights within the domain of
information technology.

In particular, the manner in which criminal law addresses the aforementioned challenge will be examined, considering data scrap-
ing both as a tool for criminal investigation and as a phenomenon for selectively criminalizing in accordance with the principle of
extrema ratio?!. In the first sense, concerning publicly available personal information, the admissible privacy interference passes
through the clearly defined and proportionate conditions derived from the rights to data protection®?. For this reason, the third
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paragraph considers specifically the level of the condition posed by these rights to the technology-led policing. In the second
sense, while it is accurate to assert that data scraping per se is not a crime, its classification as a criminal act is contingent upon
the nature of the data scraped and the manner in which the scraper gains access. Considering this dual perspective, the fourth
paragraph further explores transgressions related to the protection of copyright law, with a particular focus on databases and
breaches involving technical protection measures. (TPMs)>>.

For other unprotected data, the fifth paragraph examines whether and to what extent there is criminal protection for the interest
in data availability against illegitimate interference by third parties. In analysing Italian case law concerning unlawful data
appropriation, the formulation of a criminal law anti-intrusion regime against data scraping will commence with the admissibility
of data as a subject of property crimes. Subsequently, the consideration of the computer crime of unauthorized access will be
explored as the primary tool for safeguarding data availability.

3 The data protection standpoint: investigative and substantial confines

The right to data protection presents a challenging perspective in the context of data scraping of publicly available personal data,
primarily due to disparities between the approaches adopted by the European Union and the United States. These disparities
are fundamentally rooted in the fact that the United States provides federal data protection laws, but they are largely confined to
specific fields?*. In contrast, the EU’s data protection framework represents a comprehensive structure, including the General
Data Protection Regulation (GDPR) and the Directive no. 2016/680 pertaining to the safeguarding of personal data processed for
law enforcement purposes (Law Enforcement Directive or LED).

These differences give rise to significant consequences in a private context, where federal courts in the United States have typically
excluded the relative reasonable expectation of privacy or weighed it against competing interests>>. Indeed, the most noteworthy
disparities pertain to law enforcement activities. In this regard, the Clearview case serves as an illustrative example.

Clearview is a U.S. startup that clandestinely scraped photos from various social networks, including Facebook, Twitter, and
LinkedIn, subsequently leveraging individuals’ data to construct a facial recognition tool that it marketed to law enforcement
agencies and other entities®®. Within the European Union context, this company received formal notifications demanding the
cessation of its “unlawful processing” of facial images, which contravened the provisions of Europe’s GDPR?’.

Specifically, the Italian Data Protection Authority contended that the mere public accessibility of these images does not suffice
to justify data scraping. It further asserted that data subjects cannot reasonably expect their images to be utilized for facial
recognition purposes, especially by a non-EU-based private entity, the existence and activities of which remain largely unknown
to most data subjects®. It is imperative to underline that the right to data protection serves specifically to address information
disparities between data subjects and those responsible for processing their personal data?. Consistent with this public value,
the right to data protection is safeguarded in Italy through criminal sanctions, also, reformed by Legislative Decree No. 101/2018
and applicable solely in situations characterized by a heightened risk to data subjects with collective significance®. Indeed, these
crimes are not at the centre of the debate posed by the Clearview case in the Italian system, either. In general, in the European
context, this case pertained, instead, precisely to the definition of the limitations of data scraping as a tool of law enforcement.

In particular, the European Data Protection Supervisor (EDPS) clarified that Article 17(2) of the Europol Regulation no. 2016/794
allows Europol to procure personal data from publicly available sources, even when an intermediary is involved, provided that
the intermediary strictly operates as a data processor. In the case of Clearview Al its collection of these images extends beyond
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making them available to Europol, as it uses them to offer its proprietary facial matching algorithm to law enforcement agencies
worldwide?!.

The aforementioned Article 17 bears resemblance to Article 4(2) of the LED Directive, which regulates situations involving
law enforcement’s access to personal data originally generated by private entities for non-law enforcement purposes. It draws
a distinction between the initial purpose of collection, regulated by the GDPR, and the purpose of further processing, overseen
by the LED Directive. Consequently, if the initial data processing for non-law enforcement purposes does not align with GDPR
requirements, the law enforcement agencies may be precluded from utilizing said data’?.

Accordingly, this connection between GDPR and the LED Directive implies that data scraping, whether used directly or indirectly
by law enforcement agencies, falls under the ambit of data protection regulations. Nevertheless, a significant issue arises from the
absence of a formal connection between the initial (private) and subsequent (law enforcement) objectives of data processing.>?

As emphasized in recent guidelines by the European Data Protection Board (EDPB) regarding the use of facial recognition
technology in law enforcement, the overarching objective of improving efficiency in combating serious criminal offenses does
not, on its own, constitute a valid justification for the indiscriminate collection and processing of extensive data quantities®*.
Thus, the admissibility of data scraping also hinges on meeting the general criteria outlined in the LED Directive’s necessity and
proportionality assessment. Considering the aforementioned points, this legislation serves as a fundamental standard for criminal
investigations, albeit not exhaustive.

4 The copyright criminal protection

Concerning the second aspect under analysis, the issue of criminalizing data scraping is closely tied to criminal copyright regula-
tion. The primary characteristic of this regulation is its subsidiarity to civil law. It is impermissible to regard criminal law as an
independent tool within the arsenal against copyright infringement. This characteristic is evident in the formulation of criminal
offenses and in the fact that exemptions for copyright infringements based on fair use within the American legal framework, as
well as the exceptions or limitations within the EU legal framework, also extend to cover criminal offenses. While this interde-
pendence is inherently negative, delineating the legality of data scraping becomes more intricate when considering the criminal
copyright regulations applicable to databases and the “anti-circumvention” rules. This complexity arises due to the heightened
risk in these two sectors of exceeding the boundaries within which copyright protection can be deemed admissible.

Staring to databases regulation, the American legal regime covers an individual who wilfully and knowingly engages in activities
that contravene the exclusive rights of the database owner. Such activities may encompass unauthorized reproduction, distri-
bution, or public display of the database without the owner’s consent®. However, a web scraper typically employs the search
functionalities and systematic organization of data found on publicly accessible websites to create a transformative product, rather
than attempting to redirect users or produce a product substantially similar to that of the target website for the purpose of gaining
a competitive advantage. In such instances, copyright criminal sanctions may not be applicable. According to American legal
doctrine, this inapplicability is contingent upon the limited copyright protection afforded to databases, often referred to as “thin”

protection®.

On the contrary, the EU Database Directive introduced a two-tier system for protecting databases: copyright to safeguard the
database’s structure and the sui generis right to prevent unauthorized appropriation, extraction, or reuse of the contents of non-
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original databases resulting from substantial investments in their creation and management. The primary risk associated with the
second type of protection could involve the ‘monopolization’ of information®’.

In spite of this, in implementing this directive, the Italian legislator, through Legislative Decree no. 169/1999, established a
criminal sanction for the extraction and reutilization of the entire database or a “substantial part” of it, as well as for the repeated
and systematic extraction and reutilization of non-substantial portions thereof, which involves activities contrary to the usual
database management or results in unjustified harm to the database creator. These actions result from the integration of the
criminal offence, established by art. 171 bis (2) of the Italian Author’s Right (L.d.a), with the civil concepts of Articles 102 bis
and 102 ter L.d.a, expressly referenced®.

Furthermore, the pursuit of profit does not effectively distinguish punishable conduct, as it is compatible with both non-monetary
benefits and, in itself, violations of the sui generis right can be attributed to activities conducted within a competitive business
context. In this manner, the Italian criminal sui generis right protection primarily serves as a punitive measure for extra-criminal
dispositions. Commencing with the definition of what constitutes a database, the application of the criminal provision depends
on generic concepts that are filled with meaning through decisions of the Court of Justice of the European Union and national
courts, which are not always consistent with each other™.

The conformity of these offenses to the principle of extrema ratio is indeed questionable, taking on the concerning characteristics
of a largely unapplied symbolic criminal law*’. In the author’s perspective, the primary critical issue lies in the excessive criminal
protection granted to the creator of the database at the expense of significant collective interests.

The central importance of striking this balance was recently emphasized by the CJEU in the CV Online Latvia case, which
addressed the classification of scraping publicly available databases of meta tags as “extraction” and “re-utilization”. The CJEU’s
affirmation of this classification signifies a notable departure from prior case law, placing more emphasis on balancing the rights of
database creators in recouping their investment and the legitimate interests of competitors and users in accessing the information
contained in those databases and the potential to create innovative products based on such information*!. In particular, in applying
this balance, the Court finds an infringement of the sui generis right only if the data scraping deprives the creator of income
intended to enable them to recoup the costs of their investment.

This balance needs to be present in the consideration of legal consequences of technological protection measures, too. Frequently,
data-scraping bots that seek access to a website may encounter various technological protection measures (TPMs) designed to
deter or prevent automated access. These measures include login requirements, captcha tests, cookies, scripts, and IP blocking*?.
These techniques have been granted legal protection under the World Intellectual Property Organization (WIPO) treaties. In many
signatory states, it is now unlawful for users to bypass TPMs, even when doing so is intended to exercise legitimate exemptions
provided by copyright law*. American criminal law has followed this trend by penalizing the act of circumventing access controls,
in addition to prohibiting the trafficking of circumvention devices, regardless of whether copyright infringement results from such

circumvention®*.

The primary criticism raised is the concern that the use of technological measures may contravene the goal of copyright law, that
is not “to grant”control” over works of authorship, but rather to accord certain limited rights over some kinds of exploitations™*.
This risk of criminalizing a form of abuse of economic power to the detriment of other interests and public values also impacts
Italian copyright legislation regards TPMs.

While European directives did not directly require criminal sanctions, this approach was adopted by European member states,
including the Italian legal system, as it was deemed the most effective and deterrent measure.
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More precisely, the Italian L.d.a does not attribute criminal significance to the actual utilization of technologies for bypassing
protective measures. Instead, it penalizes preparatory actions that acquire criminal relevance in two cases. The first is when the
action is characterized by the exclusive or predominant intent or commercial use related to circumventing effective technological
measures. The second concerns the acts that regard devices primarily designed, produced, or adapted to enable or facilitate such
circumvention. Furthermore, the presence of an infringement or a concrete risk of infringing the rights of the author or creator
is not a requisite for anti-circumvention offences*®. Nonetheless, the severity of the penalty is on par with the offences involving
such circumstances.

This notably vigorous enforcement strategy is linked to the absence of objective, qualitative, or quantitative legal criteria that
would allow the required intent to enable or facilitate the circumvention of effective technological measures to be proven as the

prevailing purpose or connotation of the related devices*’.

In addition to the criminal circumvention TPMs, the Italian legislation establishes also the civil and administrative measures for
the same conduct. However, the possibility to combine these measures with excessive and undetermined criminal protection
generates a risk of overcriminalization which is totally incompatible with the extrema ratio principle.

S The data ownership and criminal law anti-intrusion regime against scraping

In general, web scraping shows how the access to data is a decisive economic factor, independently from the content of the data
itself. From a criminal standpoint, this aspect generates a debate on the possibility of considering data as a subject of classical
property offences. In response to this issue, legal scholars have considered the challenges associated with identifying the typical
elements of property crimes, such as acquisition and the intention to permanently deprive, in cases of “data theft/appropriation”®.

In particular, the data theft was defined a “non-zero sum theft” because it consists of copying data while the victim retains disposal
of his or her property albeit in diminished capacity for the loss of exclusivity*’. The situation is substantially similar in the case
of the misappropriation offence. Notwithstanding the foregoing, in a recent case, the Italian Supreme Court ruled that the act
of removal from a company personal computer, entrusted for work purposes, of the computer data stored there, subsequently
deleting the same data, and returning the formatted computer, constitutes misappropriation.

The court ruling, which is also relevant to the criminal qualification of data scraping, is the data’s suitability for being subject to
misappropriation due to its ease of transferability: this ability consists in the fact that a file can be transferred from one system
or device to another at significant distances, or can be “stored” in “virtual” environments (corresponding to physical locations
where computers store and process computer data)’®. However, this argument falls short in both the context of the rendered
judgment and, more significantly, in the pertinent issue at hand because it does not resolve the incongruity between the inherent
multi-shareability of computer data and the specific moment of usurpation that characterizes property offences®'. In the case of
data theft/appropriation, only data copying occurs which does not deprive the owner of their original data>?. In fact, the Italian
court attempts to address this absence of deprivation by concentrating on the fact that the offender deleted the original data. But
the act of deletion is a distinct offence, unrelated to the typical deprivative effect of property crimes.

The preceding considerations illustrate how the data acquisition firstly compromises the data availability, which does not align
with property rights. In a systematic approach, this conclusion is supported by the European data strategy, which eschews the
notion of creating a new type of data ownership right, opting instead to endorse the principles of access and data sharing for the

betterment of the public good and technological optimization®.
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In a similar vein, the relationship between data and the act of access must be evaluated in the matter under examination to establish
a criminal anti-intrusion framework against data scraping for common content. Specifically, centering the criminal intervention
on the moment of data access is justified by the need to prevent the breach of various interests expressed by the contents of data
and its subsequent use. Linking the criminal assessment to the existence of harm resulting from access could lead to delayed
protection due to the swift pace of the information flow.

Consequently, a pivotal component of this framework is the computer crime of unauthorized access, the precise definition of
which assumes paramount importance in distinguishing lawful from unlawful activities within the realm of cyberspace>*. Other
offences within this framework may include crimes, for example the misuse of devices, which penalize preparatory acts aimed at
illicit purposes from the outset. The following analysis will cover only the crime of unauthorized access, as it directly safeguards
the Internet’s social value by defining zones of confidentiality and security, free from the intervention of others.

The American as well as the Italian criminal law justice systems recognize this crime. The Computer Fraud and Abuse Act
(CCFAA) penalizes the access to a protected computer when done without authorization. Italian criminal law covers both access
and the act of remaining in a computer system without consent when the said system is protected by security measures. (615 ter
c.p.). In the Italian perspective, security measures are only to be understood as the explicit manifestation of the dominus’s will to
exclude others, but the infringement of these measures is deemed irrelevant to the perfection of the offence’.

This requisite of the Italian criminal offence determines that this offence does not cover freely accessible websites. Some legal
scholars have proposed eliminating this requirement, to resolve the debate on the punishment of insiders that exceed the limits
of the legitimate access operated®®. Analysing the questions raised concerning the applicability of the American unauthorized
access crime is beneficial for evaluating the soundness of this approach in defining web scraping with criminal significance.

In particular, the case law concerning the legality of scraping under the CFA A allows us to assert the absence of authorization when
a scraper circumvents code-based or contract-based access restrictions>’. However, there is controversy surrounding whether the
absence of authorization also encompasses cases where the website, upon discovering web scraping activities, takes measures to
block it or sends a cease-and-desist letter. In a recent case, this thesis was dismissed, with the assertion that the CFAA is best
understood as an anti-intrusion statute and not as a misappropriation statute®®. This consideration highlights that contractual or
technical bans or blocks adopted in reaction to data scraping are often mere specific use restrictions on the information, which

are distinct from the preventive access limitations™.

In light of the above, it is important to recall, in accordance with the explanatory guidelines of the criminalization obligations
outlined in the Cybercrime Convention, that the use of specific technical tools, such as bots, may be considered illegal access
as defined in Article 2 of this treaty. However, this eventuality does not suffice to categorize the use of these tools as “without
right”®,

To clarify ambiguously worded provisions, the identification of criminally pertinent accesses to third-party computer environ-
ments must involve referencing a condition in the crime’s description even before addressing any issue regarding the existence
and terms of access. In particular, this element can be constituted by the presence of the security measures here discussed. The
issue of the legitimacy of the insider’s actions can be better resolved by specifying that the access contravenes the conditions reg-
ulating authorization methods and contents, rather than by eliminating only the requirement capable of externalizing the illegality
of the conduct.
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Indeed, the implementation of protective measures demonstrates externally the website owner’s right to exclude or restrict third
parties’ access and can be clearly perceived as such by the scraper® . These measures, selected in response to various encountered
risk factors, serve as guarantees of certainty and the integrity of digital relationships and associated communication channels,
irrespective of the nature of the data involved. The protection thus provided actually goes beyond safeguarding the undisturbed
enjoyment of one’s virtual space, demonstrating a direct functional connection with cybersecurity. This legal good, in its double
components of information security and Computer Security, expresses an essential need in the information society®?.

6 Conclusion: possible limits to tyrannical rights

The central issue under examination concerns the “criminal solutions” in the balance of conflicting interests generated by data
scraping. For the investigation activity the LED directive doesn’t explicitly address the data scraping; in general, it leaves numer-
ous blind spots for Big Data processing practices that are pertinent to criminal investigations and potentially more detrimental
to individuals®. There is a need for law enforcement not to abuse technology: dataveillance® cannot be admitted because it
constitutes not merely an ‘intrusion,” but a definitive privacy compromise.

Regarding the punishment of data scraping, this perspective is grounded in the belief that maintaining knowledge availability in
cyberspace relies on unrestricted access, limiting to a minimum the cases in which accessing someone else’s information may
result in criminal sanctions.

In this regard, a combination of the American and Italian approaches could suggest that an offence of unauthorized access, through
the violation of protective measures, different from mere contractual restrictions, could serve as an anti-intrusion framework
against data scraping in line with the principle of extrema ratio.

As demonstrated by offenses protecting copyright, the residual area of criminal intervention can be dependent on the specific
nature of the data in question.

But the analysis conducted on the criminal copyright regulations of the database and Mtp shows a perilous shift from the crimi-
nalization of “individual” fraudulent infringements to the prosecution of broader behaviours related to technological self-control
rather than the legal control of authors and creators.

In the realm of copyright offenses pertaining to databases, this matter is directly connected to the ambiguity concerning the
fundamental elements of the alleged misconduct. Due to this ambiguity, the infringement of the sui generis right simultaneously
constitutes an offence, necessitating reliance on decisions made by the CJEU to identify the factors of selectivity. The dependence
on civil law leads to criminal law playing a part in unwarrantedly redirecting the emphasis of intellectual property law from non-
economic aspects, such as the encouragement of science and creativity, to the economic aspect of safeguarding investments®.

The analogous illegitimate alteration of the scale of value, with a sacrifice of the public interest to knowledge, also characterizes
the field of TPMs, which are often employed to restrict the circulation of works for competitive purposes rather than preventing
copyright infringement. Consequently, the connected dependent criminal law protection ends up covering this case of abuse, thus
risking to disrupt the equilibrium of interests that copyright law aims to maintain®.

As a result, another factor contributing to this risk is the circumstance that the same acts, which Italian law punishes as crimes,
are also subject to administrative penalties, as well as civil remedies. To prevent economic interests from exerting tyrannical
control, it is necessary to reserve criminal sanctions for violations that genuinely pose potentially irreparable harm to the rights
derived from copyright. As stated by Patry, Mr. Clark’s metaphor — “The Answer to the Machine is in the Machine” — represents
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a reformulation of the centuries-old approach of copyright owners, asserting that the law is the solution to the business problem.
The problematic aspect of criminal TPMs is that the law grants a delegation to the owners to set, at their discretion and without
government control, digital locks with dual civil and criminal relevance ¢’.

Also in the digital context, especially the criminal protection must to ensure a balance for the benefit of the community and do
not serve as a tool of power or, even worse, control. Otherwise, it functions similar to “errant fragments of a «grenade»(..) such
fragments can indiscriminately affect other parties or fail to hit the intended target”®8.
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